Privacy statement template for community pharmacies

	Note
The statement is intended as a template, that community pharmacy organisations and community pharmacies will use to improve their privacy statements, and support privacy compliance for the activities and information sharing that Health New Zealand | Te Whatu Ora (Health NZ) is involved in. The statement covers pharmacy activities more broadly than entitlement card information such as the Community Services Card (CSC) and Prescription Subsidy Card (PSC).


Explanatory note to pharmacies

	What is personal information?
	What is personal health information?

	Personal Information is information about a living, identifiable individual.
Personal information doesn’t need to be sensitive, confidential, or private. It doesn’t even need to include an individual’s name. If there is a reasonable chance that an individual could be identified from the information collected, it can still be personal information for the purposes of the Privacy Act 2020.
Examples of personal information include an individual’s name, telephone number, email and postal address, date of birth, ethnicity, religion, sex and gender.
	Health information is regarded as highly sensitive personal information. It includes living individuals and can apply to information about deceased individuals.
Health information includes an NHI number, and other information about an individual’s health or disabilities, medical history, health or disability services provided to them, and information collected while providing health and disability services.
Sources of health information include from the individual concerned, clinical notes, test results, diagnostic images, verbal discussions, the medicines they are taking, and records of conversations.



The equitable and effective delivery of health services requires us to have the trust and confidence of the communities and individuals we serve. One way to build trust and confidence is through effective information management. This includes managing personal information and personal health information consistently with the Privacy Act 2020 and the Health Information Privacy Code 2020.
When a community pharmacy collects health information from a patient or customer, Rule 3 of the Health Information Privacy Code 2020 requires the staff at the pharmacy to take all reasonable[footnoteRef:2] steps to ensure that the patient (or their representative) is aware of: [2:  	‘Reasonable’ requires you to take actions an ordinary competent and reasonable person would take in the same circumstances without having to act to your own commercial detriment. In other words, you will honestly try to fulfil an obligation without having to prejudice your own commercial position or do things that might be to your detriment. ‘Reasonable’ can include having a privacy statement, displaying posters regarding privacy, regular staff privacy education, and face to face conversations when collecting information. It is something for staff to be mindful about, as we can become complacent when collecting and handling information.] 

· the fact that the information is being collected
· the purpose for which the information is being collected
· the intended recipients of the information
· the names and addressed of the health agency
· collecting the information, and
· that the information will be held by them
· whether the supply of the information is mandatory, and what law it relates to
· any consequences to the patient if the information is not provided
· the patients’ rights to access and correct their information.
There is no specific requirement to obtain a signed statement showing the above advice was provided, although this is a reasonable option. However, it is recommended that:
· a summary privacy statement is made available in poster form in places that are visible to individuals accessing community pharmacy services in-person
· privacy statements are made available on community pharmacy websites, so they are available to individuals who use telepharmacy services
· patients and customers are advised that their health information is being collected and stored, to enable the provision of service to them, and that it will be shared with other parties
· paper-based privacy statements are held on file and can be made available to individuals who wish to review them, after reading a poster or being given advice from a pharmacist or pharmacy staff.
The template below is designed to provide a foundation for individual community pharmacies to draft their own privacy statement. It is intended to help community pharmacies meet their obligation under Rule 3 of the Health Information Privacy Code 2020; supporting their provision of health services to an individual, and the information use and disclosure that is necessitated.
There are placeholders in the template below that require a community pharmacy to complete with their own details. The placeholders will generally say [insert here]. The pharmacy owner or senior staff member should read the template in-full and make any necessary adjustments to ensure that it accurately reflects the way the pharmacy collects, stores, uses, discloses and disposes of an individual’s personal information and personal health information.


Template pharmacy privacy statement

	Complete and transfer this template to your pharmacy’s branding, letterhead, style and formatting



Pharmacy privacy statement

Introduction
We are a community pharmacy. Our pharmacists are registered and qualified health care professionals. They work to ensure that you have:
· equitable access to high quality health care services and support 
· access to your prescribed medicines, dispensed accurately and you know how to take them correctly.
As a community pharmacy, we work with Te Whatu Ora – Health New Zealand (Health NZ), Pharmac, other pharmacies, pharmacy service providers and a range of other stakeholders. This is to ensure that community pharmacy services are provided in an integrated manner that is fit for everyone in Aotearoa New Zealand.
Last updated
We may update this privacy statement from time to time. This privacy statement was last updated on [insert date].
Privacy Statement
This privacy statement outlines how we collect, store, use, disclose and dispose of information as part of providing you with our services. We operate in accordance with the Privacy Act 2020, the Health Information Privacy Code 2020, and other relevant legislation.
The sources of the information we hold or access
Some of the information we hold about you is collected from Health NZ systems, applications and tools where it is already stored. This includes the National Health Index (NHI) register, the National Enrolment System (NES), the New Zealand electronic Prescription Service (NZePS), clinical information sharing services (eg, TestSafe, HealthOne, Conporto), Aotearoa Immunisation Register (AIR), and the Health NZ ProClaim payments system. Your information will have previously been entered into those systems as part of you accessing health care in Aotearoa New Zealand.
Some information may be collected from your general practitioner (GP) or another health service provider if they issue you a prescription form or contact us about the pharmacy health care service you need. Information is collected directly from you when we dispense and consult with you on your prescribed medicines, or through other pharmacy services, such as [blood pressure testing, throat swabbing, vaccinations, contraception, ear piercing, our loyalty card, etc].
Some of the information we hold may have been given to us by a family or whānau member. This may be the case where they have accessed services on your behalf or where they have an entitlement that also extends to you, like Prescription Subsidy Card (PSC).


The types of information we hold about you
The information we hold includes demographic details, such as your name, date of birth, sex at birth, gender, ethnicity and contact details. We may also include information about your eligibility for exemption from prescription co-payments through a Community Services Card (CSC), Prescription Subsidy Card (PSC), or other publicly funded health care services. We may also hold information about members of your family and whānau.
We hold information about the medicines we have provided to you, in particular, those that have been dispensed to you on a prescription form or supplied as a Pharmacist-Only medicine at our pharmacy. We also hold information about some of the health services we provide to you, in particular, those that are regulated or publicly funded by the government, or health service you pay for privately.
The use of the information we hold about you
We keep your information secure and only use it for purposes related to our provision of high-quality health care services and support. We will always respect your privacy and confidentiality.
Your information may be used and disclosed for the purposes of:
· identifying you and any family or whānau members you represent
· confirming your eligibility for regulated and publicly funded health services (eg, exemption from paying prescription co-payments, funded vaccinations)
· communicating with you about the health services we provide
· delivering health services to you, including providing you with medicines
· recording the details of the health services we provide and if a follow up is required
· providing you and your GP with information about the health services we have provided
· reporting to Health NZ and other regulatory bodies about the health services we have provided
· claiming from Health NZ payments for publicly funded health services provided by our pharmacy.
· recording any known intolerances, allergies and medical warnings you have.
If you do not enable us to collect, store, use and disclosure information about you, you may not be able to access some of our services, in particular, our regulated and publicly funded services.
We may also provide de-identified information to Health NZ for planning, improving and funding health services and anonymised information to be used for statistical or research purposes.
Where your information is held
Your information is held by us in our Pharmacy Management System [Toniq / RxOne / ScriptSense / Medimap / 1Chart]. Our system is securely hosted on [insert here, eg, on the premises / on the Azure website hosting services located in Australia (your pharmacy management system vendor will be able to clarify these details)].
Where your information is disclosed to other agencies, such as Health NZ, they are also required to hold it securely in compliance with the Privacy Act 2020 and the Health Information Privacy Code 2020.
How long your records are kept
We keep your information as:
· required by the Health (Retention of Health Information) Regulations 1996.
· https://www.legislation.govt.nz/regulation/public/1996/0343/latest/DLM225616.html 
· enabled by the Privacy Act 2020
· https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html 
· also enabled by the Health Information Privacy Code 2020
· https://www.privacy.org.nz/privacy-act-2020/codes-of-practice/hipc2020/
At a minimum, we will keep your health information for ten years. It may be retained after this period as part of your pharmacy record to support the provision of high quality and safe health services.
Accessing and correcting your personal information
The Privacy Act 2020 and the Health Information Privacy Code 2020 give you the right to ask:
· if we hold any personal information about you
· for access to your personal information including health information and medical records
· that we correct your personal information.
Please ask us if you would like to make a request for a copy of your personal information or to correct your personal health information. We will help you with your request and this may include asking you to put this request in writing.
We will undertake our best efforts to provide all the information you request. In some cases, we may lawfully decline all or part of your access request. If we do this, we will let you know why.
In some cases, we may also decline to correct your information. We might do this, for example, where we have a record of a known drug reaction or allergy that it is important we retain.
If we decline your correction request, you are entitled to:
· provide us, in writing, with a statement setting out the correction you sought
· ask us to attach the statement of correction to the information we did not correct.
When we correct your information, or attach a statement of correction, we will endeavour to advise other agencies who also use this information.
Queries or concerns
If you have any queries or concerns about how your personal information has been collected, stored, used or disclosed, please talk with us. 
Call: [insert relevant contact number here]
Email: [insert relevant email address here]
Write to: [insert relevant mailing address here]
If you are not satisfied with our response to any of your concerns, you can contact the Office of the Privacy Commissioner. For more information see the Office of the Privacy Commissioner website.
You can also learn more about your rights as a health service consumer under the Code of Health and Disability Services Consumers' Rights by visiting the Health and Disability Commissioner website.
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Privacy Statement for the Health New Zealand entitlements website
	For information only. This statement is for the Health NZ website to corroborate the version that the pharmacies will customise.



Privacy statement for pharmacy services

Introduction
Health New Zealand – Te Whatu Ora (Health NZ) works with community pharmacies, pharmacy service providers, Pharmac and a range of other stakeholders to deliver pharmacy services that are funded by the government, for example medicine dispensing services, vaccinations and medicine management services. This is to ensure that everyone in New Zealand who is entitled to a publicly funded community pharmacy services can access their entitlement.
Last updated
This privacy statement may be updated from time to time. It was last updated on [insert date]. Updates will be published on the Health NZ website (Community Pharmacy – Health New Zealand | Te Whatu Ora).
Privacy Statement
This privacy statement outlines how Health NZ collects, store, use, disclose and dispose of information as part of delivering publicly funded community pharmacy services. We operate in accordance with the Privacy Act 2020, the Health Information Privacy Code 2020, and other relevant legislation.
The sources of the information we hold or access
Some of the information we hold about you is collected from Health NZ systems, applications and tools where it is already stored. This includes the National Health Index (NHI) register, the National Enrolment Service (NES), the New Zealand electronic Prescription Service (NZePS), the Aotearoa Immunisation Register (AIR), and the ProClaim payments system. Your information will have been entered into those systems as part of you accessing health care in Aotearoa New Zealand. 
Some information may be collected from your General Practitioner (GP) or another health service provider, for example, if they apply for you to have a High Use Health Card (HUHC). We also collect information from the Ministry of Social Development about Community Services Cards (CSC).
The types of information we hold about you
The information we hold includes demographic details, such as your name, date of birth, gender, ethnicity and contact details. We may hold entitlement information, such as details of your CSC, HUHC or Prescription Subsidy Card (PSC). We may also hold information about members of your family and whānau.
The use of the information we hold about you
We keep your information secure and only use it for purposes related to our provision of health care services and support. We will always respect your privacy and confidentiality.
Your information may be used and disclosed for the purposes of:
· identifying you and any family or whānau members you represent 
· confirming your eligibility for regulated and publicly funded health services
· keeping you and others safe with respect to the medicines we dispense for you or your whānau
· planning and funding health services
· training healthcare professionals
· improving government services.
We may also access de-identified information supplied to Health NZ from community pharmacies for planning, improving and funding health services and anonymised information to be used for statistical or research purposes.
If you do not enable us to collect, store, use and disclosure information about you, you may not be able to access some of services, in particular, regulated and publicly funded services.
Where your information is held
Your information is held by Health NZ in the National Enrolment Service (NES) system, including in its Entitlements function. The NES system is securely hosted on the Amazon Web Services located in Australia.
You can learn more about the NES here: National Enrolment Service – Health New Zealand | Te Whatu Ora.
Where your information is disclosed to other agencies, they are also required to hold it securely in compliance with the Privacy Act 2020 and the Health Information Privacy Code 2020.
How long your records are kept
We keep your information as:
· required by the Health (Retention of Health Information) Regulations 1996
· https://www.legislation.govt.nz/regulation/public/1996/0343/latest/DLM225616.html 
· enabled by the Privacy Act 2020 
· https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html 
· also enabled by the Health Information Privacy Code 2020
· https://www.privacy.org.nz/privacy-act-2020/codes-of-practice/hipc2020/
At a minimum, we will keep your information for ten years. It may be retained after this period as part of your record to support the provision of high quality and safe health services.
Accessing and correcting your personal information
The Privacy Act 2020 and the Health Information Privacy Code 2020 give you the right to ask:
· if we hold any personal information about you
· for access to your personal information including health information and medical records
· that we correct your personal information.
Please ask us if you would like to make a request for your personal information or to correct your information. We will help you with your request and this may include asking you to put this request in writing.
We will undertake our best efforts to provide all the information you request. In some cases, we may lawfully decline all or part of your access request. If we do this, we let you know why.
In some cases, we may also decline to correct your information. We might do this, for example, where we have a record of a known medicine reaction, or allergy, that is important we keep on your record.
If we decline your correction request, you are entitled to:
· provide us, in writing, with a statement setting out the correction you sought
· ask us to attach the statement of correction to the information we did not correct.
Where we have corrected your personal information, or attached a statement of correction, we will endeavour to advise other agencies who also use this information.
Queries or concerns
If you have any queries or concerns about how your personal information has been collected, stored, used or disclosed, please talk with us. 
Email:		HNZprivacy@tewhatuora.govt.nz
Write to:	The Privacy Officer 
		Health New Zealand | Te Whatu Ora 
		PO Box 793 
		Wellington 
		6140

If you are not satisfied with our response to any of your concerns, you can contact the Office of the Privacy Commissioner. For more information see the Office of the Privacy Commissioner website.
You can also learn more about your rights as a health service consumer under Code of Health and Disability Services Consumers' Rights by visiting the Health and Disability Commissioner website.
__________
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